«PeknamHble ysegomneHusa B bpaysepax.
YcTpaHeHue HaBA3YMBOUW peKslambl Ha
Komnblotepe n cmaptdoHe. Bo3amoXKHble
npobnemol B pabote 6/10KNpOBLLNKOB
peKknambi»




PeKknama B UHTEpPHeTe U Ha YCTPOMCTBE

PeKknama mMosKeT NpucyTcTBOBaTb Ha PA3/IMYHbIX CalnTax NPuU UX
noceuweHnun. B 60nblLUNMHCTBE CNyYaeB, peKaama He nepeKpbiBaeT
MHOTOYUC/IEHHbIMN OKHAaMM OCHOBHYIO CTPaHULY CaiTa.

Hawwu owmnboyHble pelueHna Npu NoCeLLLEHNM PA3INYHbIX CAUTOB U
YCTaHOBKE MPUNOKEHWNI, MOTYT YBE/IMYUTb KONIMYECTBO PEK/IaMbl B
bpay3epax.

TaKk¥e moryT 6bITb C1y4anMHO YCTaHOBEHbI PEKNAMHbIe NPOrpammbl Ha
Halle YCTPOMUCTBO.




[encTBna nonb3oBaTena, npusoasaLLme K
NOABNEHUIO AONO/IHUTENIbHON pPeKNambl

[OTOBHOCTb 6€3 NPOoYTEHUA COrNACUTLCA C II0OBIMKU YCNOBUAMMK NPU
noceLleHnn Kakoro-nmbo camra.
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Hanpumep, paspeLlimB NoKas ysegoMAeHNI, Npu NoceLLeHnm
Pa3/INYHbIX CAATOB, MOXKHO MOJIYYUTb YACTO NOABAAIOLLMECS
PeK/llaMHble yBeJOMNEHUS.

YBeAoMNEHUS MOTYT ObITb NOIE3HLIMU U MHPOPMATUBHBIMMU.
Ho Tak»Ke moryT 6bITb OCHOBaHHbIMW Ha Ae3MHPOPMaALUU NN
coAepHalMMmM PEKNAMHYIO MHPOPMaLUIO.




[encTBna nonb3oBaTena, npusoasaLLme K
NOABNEHUIO AONO/IHUTENIbHON pPeKNambl

Ecnu yctaHaBamnBaTb Ha CMapTPOH MM KOMMbIOTEP N1t0Oble HE3HAKOMblE
NPUAOXKEHUA, AaXKe HE U3YYNB UX GYHKLUU, ONUCAHNE U OT3bIBbI.
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KaK ycTpaHutb ntobble yBeagomneHmnsa ¢ Cautos
Ha npumepe 6paysepa Google Chrome

Hosas sknaaka Ctrl + T YCTPaHUTb MOXHO KakK
9 oK el peKnamHble, TaK U

H O E pex HUT
noJsie3Hble yBeaomaeHuA
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KaK ycTpaHUTb peKnamMHble yBeAoOMIEeHUA
Ha npumepe 6paysepa Google Chrome
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HacTtpoiiku

A1 u Google
AsTo3anonHexue

KoHdpuaeHunansHocTb 1
6esonacHocTb

MNpouseoauTensHocTb

BHewHui Bug

Mownckosan cuctema

MN3yunTe pyKoBOACTBO

1 kKoHduaeHUMa

MponycTuTb

Mpoeepka 6esonacHocTH

Bpay3sep no ymonyauuio

3anyck Chrome o

A3bikn

Chrome NOMOXET 3aLMUTUTL BaC OT YTEUKM AaHHbIX, HEHAAEKHbIX
pacLuMpeHuit U apyrux npobnem ¢ 6e30NacHOCTbIO

KoHdungeHumansbHocTs 1 GesonacHocTs

CkayvaHHbie daitnbl
Cneu. BO3MOXHOCTH
Cucrema

C6poc HacTpoek u yaanexue
spegoHocHoro M0

Pacwupenun [/

0 6payzepe Chrome 0

TUTb UCTOPUIO M Kell

Daitnbl cookie n apyrue faHHbIE CANTOR
C OHHMe ¢ ki 0

BesonacHocTb

HacTpoiiku caittoe

efilenseT, Kakyio uHdop




KaK ycTpaHUTb peKnamMHble yBeAoOMIEeHUA
Ha npumepe 6paysepa Google Chrome

HacTpoitku cailTos

—

OnpefenseT, Kakyro MHHOPMaLUID MOTYT UCMIONb30BaTb U NMOKAa3bIBaTb CalTbl (HaNpUMep, ecTb
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N Y HUX A0CTYN K MECTONONOXEHUIO U KaMepe, a TaKXXe pa3pelleHne Ha NoKa3 BCIbiBaroLlLmnX

OKOH MU T. A.)

Pa3pelleHun

eogaHHbBlE

Q

Pa3zpelwuTb cadTam 3a NpalWKWEaTDh Balle MeCcTONONOXMEHWE

- Kamepa

PazpewnTs caiTaM OTNPaBNATE 3anNpoc Ha MCNONb30BaHWE KEMEDD
" MukpodoH
v

PazpeluWTs cadTam OTNPaBnATs 3a NpocC Ha MCNoONB20BaHKWe ‘-1.-1KPDC|JC—|H

‘ Y¥eenomMneHuA
CaidTbl MOMYT 3anpallvBaTbh pa3pelleHWa Ha OTNPABKY YBEAOMIEHWH

DoHoBaRA CHHXpOHH3aUMA
FazpelWlWTh HEL3BHO 32KpPbITbIM cadTam 2a BEpWaTE OTNPaBKY W NonydYeHWe LaHHbBIX



aK YCTPAHUTb peKaaMHble yBeAOM/IEHUSA
Ha npumepe 6paysepa Google Chrome
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HacTpoitkv no ymon4aHuo

nuyecku. OObIYHO CaUTbl NOKa3bIBaKOT

Aia Bbi 1oc CaTbl, 3TW HACTPOWKMU UCNONb3IYHOTCA aBTON

Ko

2CTUTb BaC 0 co0d

yBeAOMNEeHUs, yTOoObI OMNO X B YyaTte unu CpoYHbIX HOBOCTAX.
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KaK ycTpaHUTb peKnamMHble yBeAoOMIEeHUA
Ha npumepe 6paysepa Google Chrome
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HacTpoiiKu Mo yMON4aHUto

Koraa Bbi ¢ LiaeTe cauTbl, 3T —iaCT[JO’;M\’ UCNONb3y CA aBTOMaTuyecku. OObIYHO CalTbl NOKa3blB

yBefoMaeHus, 4yToObl ONOBECTUTD )o0LeHnA

B 4aTe UAu CPOYHDIX H

@® A CaiTbl MOryT 3aNpaluMBaTh Pa3peLueHs Ha OTMPABKY YBEAOMAEHUNA

MCNonb30BaTh PEXUM BaXHDIX yBeA0MNEHMUIA
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O m 3anpeTtutb canTam OTNpaenATb yBeAOMISHUA

DyHKUWUM, KOTOPbIE UCMONB3YHOT Y 1EHMA, H
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CrnieyuanbHble HaCTPOMKM

[LNA yKa3aHHbIX HWXE CailTOB AENCTBYIOT CNeLuanbHble HaCTPOMKM

I 3anpeLyeHo noK [o6aeutb
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KaK ycTpaHUTb peKnamMHble yBeAoOMIEeHUA
Ha npumepe 6paysepa Google Chrome

BbibpaHHOMY
cauTy, nocne
N3MeHeHUA
HACTPOeK B
bpay3epe,
3anpeueHo
NOKa3bIBaTb

yBeaomneHuA

&  Yeepomnenus Q_ Mowmek
|

HaCTpOﬁKH no ymon4aHuio

Koraa Bbl nocelaeTe caiTbl, 3TM HACTPONKM UCMONL3YOTCA aBTOMAaTUUYeCKU. OBbIYHO CalTbl NOKa3blBaKOT
yBeAOMEeHUA, YToObl ONOBECTUTb BaC O COODLEHUAX B YaTe UK CP(
@ ‘ CalTbl MOTYT 3aMpalunBaTh paspelleHns Ha OTNPABKY YBEAOMNEHUNA
O P MCnonb3oBaTh PeXuM BaXHbiX YBeOMNeHUIA
- CaWTaM 3anpeLueHo npepbiBaTh Bally paboTy 3anpocamu Ha NoKas yBeJOMAESHUH
O \ﬁ\ 3anpeTuTb caiiTaM OTNPaBNATL YBEAOMNEHUA
= OyHKUWK, KOTOPbIE UCMONL3YKOT YBEAOMNEHNA, He ByayT paboTtaTs
CneyunanbHble HaCTPONKK
[NfA yKa3aHHbIX HWXe CaNTOB AeUCTBYIOT CNeynanbHble HaCTPONKK
I 3anpeLeHo NOKa3biBaTb YBEAOMEHUA I Nobasutb
\ @  hitps:/msk.dixinews.ru:443 »
@ hitps://trashbbx.ru:443 >
Nobasutb
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KaK COKpaTuTb KONNYECTBO peKslamMbl Ha CaUTax,
Ha npumepe 6paysepa Google Chrome

Mo»HO yCTaHOBUTb B Bpay3ep cneumasnibHble paclunpeHus,
610oKUpYlOLWME peEKNaMY:

Hanpumep, uBlock Origin

@ uBlock origins anga chrome

\HOMCK apTUH BUuaecC TOBaphb nepeBoaYuK

= © uBlock Origin - HTepHeT-Mara3nH Chrome ®
chrome.google.com > webstore/detail/ublock-origin/...
uBlocko — 3dbek THBHDBIN BNOKMPOBLLMK: OH MCNONb3YET MEHbLLE ONEPATUBHON NaMATH U
MeHblLue HarpyskaeT LM, npu 3Tom ucnons3ys 6onblue GunbTpos, Yem apyrne nonynspHbie
BNOKNPOBLLMKN.

©  uBlock Origin - BecnnaTHbli GNOKMPOBLLMK peknambl... ®
ublockorigin.com > ru
Mo cocToaHuio Ha 2024 roa, pacwuperue uBlock Origin gocTynHO Ans BCEX Cambix Nonynsp-
Hbix Bpay3sepos, cpean koTopbix Chrome, Chromium, Edge, Opera, Firefox u Bce Bepcum
Safarino 13.



KaK COKpaTuTb KONNYECTBO peKslamMbl Ha CaUTax,
Ha npumepe 6paysepa Google Chrome

MOXHO YCTaHOBUTb CNeLnanbHble paclimpeHns, baoKkupyouimne
peKknamy:

Hanpumep, uBlock Origin
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KaKk COKpaTUTb KOZIMYECTBO peKslamMbl Ha cauTax

MOXHO YCTaHOBUTb CeuManbHyo NpPorpammy, 610KUMpPYIOLLYIO
peKknamy oAHOBPEMEHHO B HECKONbKMX Bpay3epax:

Hanpumep, ADGUARD

ADGUARD Hacrpoiiku Monaepxka  Jlnuensua O nporpamme S < HaCTpOmKM Mouek

3aLU,|/|Ta BKJIKOYEHA
Brnrouero 5 dpuneTpoe, 216.2K npagua

376,8 329,3K 3

3atnokvpoeaHo GaHHepos 3abn



Bo3morKHble npobaembl B pabote
610KNpPOBLUUKOB peKnambl

Ecnu BKAOYEH KaKoN-1Mb0 BNOKMPOBLIMK PEKNAaMbl, HEKOTOPbIE
3NEeMEHTbl MHTEPHET-CTPAHMULbI MOTYT HEe OTOOpParKaTbCs.

MoXKHO nepes3arpy3nTb CTPAHULLY, WU OTKAOUYUTb BIOKMPOBLLUK
peKknambl Ha Bpems, Ana paboTbl c onpeaenEHHbIM CAaUuTOM.

Bo3morKHaa npobaema npu 3arpyske cauTa

C BK/IIOYEHHOM C BbIKNOYEHHOM
6N1OKMPOBKOMN peKNaMbI 610KMPOBKOM peKNambl




Bo3morKHble npobaembl B pabote
610KNpPOBLUUKOB peKnambl

Ecnu BKAOYEH KaKOM-TMB0 6NOKUPOBLUUK PEKNaMbl, MOTYT
610KMPOBATLCA NPOLLECCHI CKaYnMBaHMA GalNNoB U3 UHTEPHETA.

MO*KHO BO30OHOBUTb 3arpy3Ky, UM OTKAOUYUTb BJIOKUPOBLIMK
PEeKNaMbl Ha Bpems, ANA cKauymBaHuA Gpannos.

Bo3amo)XHaAa npobaema npu ckaumBaHuu daiinos

C BK/IIOYEHHOM C BbIKNOYEHHOM
6N1OKMPOBKOMN peKNaMbI 610KMPOBKOM peKNambl
S B 2 * O 4

. o A X
VcTopma nocneaHNX cKaumBaHmii ® VcTopua nocnefHNx ckaunBaHui

' 27-06-2023_17-14-38.71
\& 27-06-2023_17-14-3 Bo300HOBWUTL 5 m . F:j-:|=_|; P (4
8.zip
MDOSEPETE NOSKAMHEHME K MHTEDHETY N 27-06-2023.17-14-3  BozoGHOBNTE

8.zip

BCA MCTOPWA CKaYMBaHMiA 4 FID05EpATE NOAKIDEHYE K HETEpReTy
DOEEpLTE NOSKNHYSHM WHTEPHETY



NMporpammbl gna NOUCKa
pPeK/IaMHbIX NPUNOKEHUNN
Ha cmapTPoHe

2333 QA4 A E o o B

Bbl nof 3awuTon

BbicTpble gencrensa Bce pyHKLMN
Mpoeepka ABTOMaTU4YecKuin
ycTpoiicTa AHTUBUpPYC

Mownck YTeukKn fAaHHbIX
ABTOMaTUYECKN ULLET B UHTepHeTe
1 lapKHeTe yTeuky Balux
NepCcoHanbHbIX AaHHbIX (Hanpumep,
naponei unu 6aHKOBCKUX KapT)

HoBbix yTe4yeK HeT

MocnepHss npoeepka: cerogHs, 08:33

L & ®

FnaeHasa Bce dyHKkuUun Mpodunsb

MDY QO @ N 339 %@ 23:38

Kaspersky Free @

BbicTpble gelicTBmsg Bce dyHKLum

Q ©

Mposepka ABTOMaTU4YeCKUN
ycTpoiicTea AHTMBUPYC

Mownck yTeukn gaHHbIX C
NuweT B MHTepHeTe 1 AapKkHeTe

YTEUKM BalUMX NepCOHabHbIX

LaHHbIX (HanpumMep, naponen nam
6aHKOBCKUX KapT)

Lob6asbTe akkayHT >
1]
® P ®
FnasHas Bce dyHKumn Mpoduns



Nporpammbl gN1A NOUCKA
peKNaMHbIX NPUNOXKEHUN
Ha KoMmnbloTepe

Mpexae Bcero, Npm NoABAeHUN HONbLIOIO KOAMYECTBA PEKNAMbI, CTOUT
BbIMOJ/IHUTb NMOJIHYO NPOBEPKY KOMMbIOTEPA YCTAHOB/IEHHbIM
aHTUBUPYCOM:

%F Cranep DrWeb

Q Ckanep

BriGepuTte pexum NpoBepKM

BoicTpan
Mpoeepka kpuTndeckux obnacred Windows

— Tad] MonHas
QMCKAX W CheMHbIX HOCUTENA:

Mpoeepka Bcex Gaifnoe Ha NOMMUECKUX AKC

BoibopouHas
Mpoeepka OTAEABHEIX 0BLEKTOE

o




porpammbl gNA NOUCKa
peKNaMHbIX NPUNOXKEHUN
Ha KOmMnbloTepe

MOKHO CKa4YaTb KAaKON-NMBO aHTUBUPYCHbIN CKAaHEP M NPOBEPUTb CBOM
AOMaALLUHMIM KOMNbIOTEP:

Ckauatb Dr.Web Curelt!

H cornaceH oTNPABNATL CTATUCTUKY O XO4& CKAHWPOBAHWA W NporpaMmMHo-annaparHomM
obecneueHuu moero MK e «JokTop Beb» (?)

A cornaceH C ycnoBuaMA (PDF)
*BecnnaTHo ToMLKO ANA JoMa

BecnnaTtHoe ucnonesoeaHue Dr.Web Curelt! gns neyenus gpyrux MK,
NOMMUMO COOCTBEHHOrO, IBNAETCA NUPATCTBOM!

© ~#




NMporpammbl gna NOUCKa
pPeK/IaMHbIX NPUNOKEHUNN
Ha KOMnbloTepe

CkauaTb Dr.Web Curelt! 6ecnnarHo*

$1 cornacex 0TNpaBnATL CTATUCTUKY O XO[e CKaHWPOBaHWA U NpOrpaMmMHo-annaparHom
ofecneyennn moero MK e «Joktop Bed» (?)

® A comacen c ycnosuAMM ueH3noHHoro comawenns (PDF)

Crauarb

*BecnnaTHo TonsKo ANA AoMa

BecnnaTtHoe ucnonb3oBaHne Dr.Web Curelt! apna neyenns gpyrux MK,
MoMUMO COBCTBEHHOTO, ABNAETCA NUpaTcTBOM!

[ns goma [ns 6usHeca

Be3 hyHKUUU omipasKu cmamucmuku [ins neqerus 0QUCHO20 K(
0ns ycnya no NeYeHuUro KOMIb
nonb3osamenel

> Kynutb y napTHEpoB




NMporpammbl gna NOUCKa
pPeK/IaMHbIX NPUNOKEHUNN
Ha KOMnbloTepe

CkauvaTb Kaspersky Virus Removal Tool

Kaspersky Virus Removal Tool
ana Windows®

He HykHOo HU4ero yeTaHaenmeaTs! MpocTo sarpysnTs NprncxkeHne, a
3aTem:

v OTkpoliTe sarpyxeHHsiid dalin

v Banyctute Kaspersky Virus Removal Tool

CkauaTb



UHPopMaLMOHHAA rMrMeHa

» Ncnonb3oBaTtb AnMueH3noHHoe MO Ha KomnbloTepe m
CMapTPOHE;

» [poBepATb BCe CKaYyaHHble U3 UHTePHEeTa paiibl aHTUBUPYCOM
NN AaHTUBUPYCHbIMU OHTAUH-CEPBUCAMMU;

» He ycTaHaBAMBaTb HEU3BECTHbIE NPUNOXKEHUA BE3 N3yyeHusn
ONMUCaHUA N OT3bIBOB.

» He nepexoanTb no ccbiikam, NoaAyYeHHbIM OT HEU3BECTHbIX
OTNpaBuUTeNEeN B SINEKTPOHHOM noyTe, SMS 1 mecceHgrKepax.



